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BIOGRAPHY: 

Tom Scarborough has over 18 years of information security 
management experience and is currently the Director of Extended 
Security Programs for Fifth Third Bank. In this capacity, he is 
responsible for developing a new program which provides 
management and oversight of Information Security programs 
established to help protect Fifth Third’s Affiliates, Divisions, and 
Subsidiaries, as well as any future M&A activity. 
Tom spent the previous 13 years of his security career as the 
Director of Cyber Defense, responsible for the day-to-day operations 
of Cyber Security including Threat Intelligence, Threat Detection and 
Assessment, Attack Surface Management, Insider Threat, and 
Incident Response. 
He holds a bachelor of arts in Communications from Ohio University 
and an MBA from Xavier University and holds two certifications; 
Certified Information Systems Security Professional (CISSP) and 
Certified AML and Fraud Professional (CAFP). 
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Today’s Agenda: 

• Introduction and Overview 

•Top Cyber Security and Fraud Threats 
– Business Email Compromise 
– Ransomware 

•Best Practices on How to Combat Each 

•Q&A 
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Ever Changing and Growing Threat Landscape 

Source: https://www.idc.com/mea/events/64869-cybersecurity-day-2017 
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Business Email Compromise (BEC) 
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Business Email Compromise (BEC) 

Compromising legitimate business email accounts through social engineering or 
computer intrusion techniques to conduct unauthorized transfers of funds 

The History of BEC: 
• Became prominent in ~ 2012 - 2013 

• Used to primarily target bank employees 

• Saw a significant shift in 2015/2016 timeframe 
to target employees of the victim organization 

• Many new “flavors” added in recent years 
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Business Email Compromise (BEC) – Social Engineering 

BEC Overview: Human Nature is the Vulnerability 
• Used to obtain access to a business email account and imitate the owner's identity, in 

order to defraud the company and its employees, customers or partners. 
• Focuses efforts on employees with access to company finances, payroll data and 

other personally identifiable information. 
• Fraudulent request comes from a compromised executive’s email account. Email 

address closely resembles a familiar one: johnasmith@gmail.com vs 
johncsmith@gmail.com 

• Tactics: 
– Sense of urgency 
– Use rules to forward emails to hidden folders 
– Wait until executives are on vacation or traveling on business 
– Use fake chains using subject lines with “Re:” or “Fwd:”. This technique grew 

more than 50% year over year.1 

BEC scammers made almost $1.8 billion in 2019, over half the $3.5 billion total, 
according to the FBI’s 2019 Internet Crime Report 

1Proofpoint.(2018).The Human Factor Report 2018 
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Real life BEC Examples 
Hello, 
I want you to read me the balance statement on my
account for today and also i want you to help me process a 

Hi Jason, domestic wire transfer, I would have called you but am in a
Please kindly provide me with the ending balances in all my accounts as of meeting now,but i will check my email from time to time.   

yesterday and current balances for today. I have been very busy all day. Please Thanks 
regard this note in timely manner. 

Hello Kelly, 
Hope all is well with you and that you had a wonderful I have some transactions which I will need you to complete
Independence day, I have some transactions which I will today. we need to complete a wire transfer to another
need you to complete today I want you to update me with institution for an urgent business purpose. I will be very busy
balance in my account because i need to complete a wire all day in a meeting and my phone will not be available but I
transfer to another institution for an urgent business will frequently check my email for your response
purpose. Kindly email me the information require for out 
going Domestic wires.I also like to inform you that we can 
only get in touch through the email for now because am a 
meeting at the moment. Good Morning, 
Acknowledge the receipt of this email. How are you doing today? Please kindly 

let me know the balance in all my 
accounts as of today and what

Kindly email me back with information William, information do you need to send out
you will need to complete an I am very busy with doctor at the moment, domestic and International wire . I will
international wire transfer with the please go ahead and raise the funds and be very busy all day today. Kindly
balance in all my accounts, Am under make the arrangement for the wire to go out respond to my email frequently.
the weather and im on my way going to this morning. I will see you on friday. Thanks. 
see my doctor. 
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Invoice BEC Related Fraud Increasing 

In Q3 2020, 
attacks that 
employed 
invoice or 
payment 
fraud 
jumped by 
155%, 

Source: https://info.abnormalsecurity.com/rs/231-IDP-
139/images/AS_Qtrly_BEC_Report_Q3_2020.pdf 
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BEC – The Impacts… 

Since May 2013… over 
$26 Billion in losses 
have been reported! 

• The FBI reports that between May 
2018 and July 2019, there was a 100% 
increase in identified global exposed 
losses. The scam has been reported in 
all 50 states and in 177 countries. 

• Victim complaints filed with the IC3 and 
financial sources indicate fraudulent 
transfers have been sent to at least 
140 countries. 

Sourcehttps://www.ic3.gov/media/2019/190910.aspx 
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Best Practices to Combat BEC: 

1. Leverage Dual Approval capabilities whenever possible 

2. Know your customer and never accept requests for payments through email or other similar channels 
• Verify legitimacy of payment requests leveraging known good contact information 
• Never trust information received via email 

3. Monitor your accounts regularly 

4. Educate your employees 

5. Use Multifactor Authentication capabilities provided by email providers when possible 

6. Limit information shared on social media about your employer and your role 

7. Ensure policies and procedures are being followed 

8. Leverage appropriate security tools to protect your environment (anti-malware, web proxy, etc.) 
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Ransomware 
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Ransomware: Aggressive Rise in Both 
Attacks and Ransoms 
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Image 1 Covewareblog – Q3 ransomware 
marketplace report 
Image 2 Motormille2 via Wikimedia Commons/CC 
Image 3:  MalwareBytes (RobbinHood ransom note) 



       

 

     
    
    

     
    

      
       

        
    

       
 

     
        
     

      
    

  
    

 
      
 

    

   
 

   

 
 

  

Shift From Targeting Perceived “Soft Targets” to Seemingly 
Everyone 
Notable Trends: 

•Threat actors continue to evolve tactics with 
an increase in data exfiltration with the threat 
of releasing the data and public shaming. 

•Ransomware as a Service (RaaS) continues to 
grow in volume and capabilities 

•We’ve seen an increase in supply chain attacks 
with some indication that some have been 
targeted 

• In late 2020 and early 2021, there have been 
reports of Ransomware actors introducing the 
threat of DDoS attacks if you don’t pay the 
ransom. 

•North America was the most targeted geographic 
region in 2020 with 66% of our ransomware alerts 
coming from organizations in North America * 

From the Media… All From One Random Week: 
• IT Services Giant Conduent Suffers Ransomware 
Attack, Data Breach 

• Ransomware Attack Exposes 1.5TB of Stolen 
Aerospace Data 

• BREAKING: Columbia student information at risk in 
ransomware attack 

• Honda investigates possible ransomware attack, 
networks impacted 

• Elexon files posted online following May’s 
ransomware attack 

And Even More Recently… 
•Garmin 
• Carlson Wagonlit 
• Barnes and Noble 

* digitalshadows.com/blog-and- • Steelcase 
research/ransomware-analyzing-the-data-
from-2020/ 14 
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Ransomware is Still a Disproportionate Problem for Small and 
Medium Sized Businesses… 

Distribution by Company Size in Q3 
2020 

Most victims of a ransomware attacks (70%+) have less than 1,000 employees. 
Source- CoverWare Q3 ransomware marketplace report 
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Ransomware: While Still Targeted at Times, No Sector is 
Immune 

Source: https://www.techrepublic.com/article/infographic-ransomware-attacks-by-industry-continent-and-more/ 
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Best Practices to Defend Against Ransomware: 
• Deploy anti-virus and anti-malware systems and 
keep them current 

• Have a sound data backup plan - Maintain up-to-date 
backups and store offline (when possible) 

• Test your backup plan! 
• Segment the network 
• Maintain a diligent Vulnerability Management program 
• Perform regular penetration testing as well as 

enterprise-wide risk analysis 
• Filter what comes in and what goes out (proxy) 
• Use a Firewall to prevent unauthorized access to key 

ports and protocols 
• End user education on phishing /suspicious emails 
• Develop and implement disaster response and 

recovery procedures 
• Exercise and Test! 
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 THANK YOU! 

Q&A 

National Association. Member FDIC 
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